European Union

General Data Protection Regulation

Obligations

Public interest in context of the personal data transfer

Chapter V, Article 49, Paragraph 4

The public interest referred to in point (d) of the first subparagraph of paragraph 1 shall be recognised in Union law or in the law of the
Member State to which the controller is subject.

Rights

The limitation of the special personal data category transfer

Chapter V, Article 49, Paragraph 5

In the absence of an adequacy decision, Union or Member State law may, for important reasons of public interest, expressly set limits to
the transfer of specific categories of personal data to a third country or an international organisation. Member States shall notify such
provisions to the Commission.

Exemption in personal data processing for scientific, historical or statistical purposes or research

Chapter IX, Article 89, Paragraph 2

Where personal data are processed for scientific or historical research purposes or statistical purposes, Union or Member State law may
provide for derogations from the rights referred to in Articles 15, 16, 18 and 21 subject to the conditions and safeguards referred to in
paragraph 1 of this Article in so far as such rights are likely to render impossible or seriously impair the achievement of the specific
purposes, and such derogations are necessary for the fulfilment of those purposes.

Exemption in personal data processing for an archiving purposes

Chapter IX, Article 89, Paragraph 3

Where personal data are processed for archiving purposes in the public interest, Union or Member State law may provide for derogations
from the rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the conditions and safeguards referred to in paragraph 1 of this
Article in so far as such rights are likely to render impossible or seriously impair the achievement of the specific purposes, and such
derogations are necessary for the fulfilment of those purposes.

Definitions

Basis for the processing referred to in point (c) and (e) of paragraph 1

Chapter Il, Article 6, Paragraph 3

The basis for the processing referred to in point (c¢) and (e) of paragraph 1 shall be laid down by:

(a) Union law; or

(b) Member State law to which the controller is subject.

The purpose of the processing shall be determined in that legal basis or, as regards the processing referred to in point (e) of paragraph 1,
shall be necessary for the performance of a carried out in the public interest or in the exercise of official authority vested in the controller.
That legal basis may contain specific provisions to adapt the application of rules of this Regulation, inter alia: the general conditions
governing the lawfulness of processing by the controller; the types of data which are subject to the processing; the data subjects
concerned; the entities to, and the purposes for which, the personal data may be disclosed; the purpose limitation; storage periods; and



processing operations and processing procedures, including measures to ensure lawful and fair processing such as those for other
specific processing situations as provided for in Chapter IX. The Union or the Member State law shall meet an objective of public interest
and be proportionate to the legitimate aim pursued.

Provisions regarding the processing of special categories of personal data in terms of the Article 9, paragraph 2, point h)

Chapter Il, Article 9, Paragraph 3

Personal data referred to in paragraph 1 may be processed for the purposes referred to in point (h) of paragraph 2 when those data are
processed by or under the responsibility of a professional subject to the obligation of professional secrecy under Union or Member State
law or rules established by national competent bodies or by another person also subject to an obligation of secrecy under Union or
Member State law or rules established by national competent bodies.

Processing of personal data relating to criminal convictions and offences

Chapter Il, Article 10

Processing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be
carried out only under the control of official authority or when the processing is authorised by Union or Member State law providing for
appropriate safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal convictions shall be kept
only under the control of official authority.

Exemptions from application the obligation of the controller to provide information in terms of the Article 14, paragraphs 1 -
4

Chapter Ill, Article 14, Section 2, Paragraph 5

Paragraphs 1 to 4 shall not apply where and insofar as:

(a) the data subject already has the information;

(b) the provision of such information proves impossible or would involve a disproportionate effort, in particular for processing for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes, subject to the conditions and
safeguards referred to in Article 89(1) or in so far as the obligation referred to in paragraph 1 of this Article is likely to render impossible
or seriously impair the achievement of the objectives of that processing. In such cases the controller shall take appropriate measures to
protect the data subject's rights and freedoms and legitimate interests, including making the information publicly available;

(c) obtaining or disclosure is expressly laid down by Union or Member State law to which the controller is subject and which provides
appropriate measures to protect the data subject's legitimate interests; or

(d) where the personal data must remain confidential subject to an obligation of professional secrecy regulated by Union or Member State
law, including a statutory obligation of secrecy.

Processing the personal data after the right to restriction of processing has been applied

Chapter Ill, Section 3, Article 18, Paragraph 2

Where processing has been restricted under paragraph 1, such personal data shall, with the exception of storage, only be processed with
the data subject's consent or for the establishment, exercise or defence of legal claims or for the protection of the rights of another
natural or legal person or for reasons of important public interest of the Union or of a Member State.

Minimum scope of the individual provisions in terms of the Article 23, paragraph 1 of the regulation

Chapter Ill, Section 5, Article 23, Paragraph 2

In particular, any legislative measure referred to in paragraph 1 shall contain specific provisions at least, where relevant, as to:

(a) the purposes of the processing or categories of processing;

(b) the categories of personal data;

(c) the scope of the restrictions introduced;

(d) the safeguards to prevent abuse or unlawful access or transfer;

(e) the specification of the controller or categories of controllers;

(f) the storage periods and the applicable safeguards taking into account the nature, scope and purposes of the processing or categories
of processing;

(g) the risks to the rights and freedoms of data subjects; and

(h) the right of data subjects to be informed about the restriction, unless that may be prejudicial to the purpose of the restriction.

Minimal scope of the contract essentials between the Controller and Processor

Chapter IV, Section 1, Article 28, Paragraph 3

Processing by a processor shall be governed by a contract or other legal act under Union or Member State law, that is binding on the
processor with regard to the controller and that sets out the subject-matter and duration of the processing, the nature and purpose of the
processing, the type of personal data and categories of data subjects and the obligations and rights of the controller. That contract or



other legal act shall stipulate, in particular, that the processor:

a) processes the personal data only on documented instructions from the controller, including with regard to transfers of personal data to
a third country or an international organisation, unless required to do so by Union or Member State law to which the processor is subject;
in such a case, the processor shall inform the controller of that legal requirement before processing, unless that law prohibits such
information on important grounds of public interest;

b) ensures that persons authorised to process the personal data have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality;

c) takes all measures required pursuant to Article 32;

d) respects the conditions referred to in paragraphs 2 and 4 for engaging another processor;

taking into account the nature of the processing, assists the controller by appropriate technical and organisational measures, insofar as
this is possible, for the fulfilment of the controller's obligation to respond to requests for exercising the data subject's rights laid down in
Chapter llI;

d) assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 taking into account the nature of
processing and the information available to the processor;

f) at the choice of the controller, deletes or returns all the personal data to the controller after the end of the provision of services relating
to processing, and deletes existing copies unless Union or Member State law requires storage of the personal data;

g) makes available to the controller all information necessary to demonstrate compliance with the obligations laid down in this Article and
allow for and contribute to audits, including inspections, conducted by the controller or another auditor mandated by the controller.

With regard to point (h) of the first subparagraph, the processor shall immediately inform the controller if, in its opinion, an instruction
infringes this Regulation or other Union or Member State data protection provisions.

Mutual legal assistance between the requesting third country and the Union or a Member State

Chapter V, Article 48

Any judgment of a court or tribunal and any decision of an administrative authority of a third country requiring a controller or processor to
transfer or disclose personal data may only be recognised or enforceable in any manner if based on an international agreement, such as
a mutual legal assistance treaty, in force between the requesting third country and the Union or a Member State, without prejudice to
other grounds for transfer pursuant to this Chapter.

Conditions for the personal data transfer in case of an appropriate safeguards decision absence

Chapter V, Article 49, Paragraph 1

In the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards pursuant to Article 46, including binding
corporate rules, a transfer or a set of transfers of personal data to a third country or an international organisation shall take place only on
one of the following conditions:

(a) the data subject has explicitly consented to the proposed transfer, after having been informed of the possible risks of such transfers
for the data subject due to the absence of an adequacy decision and appropriate safeguards;

(b) the transfer is necessary for the performance of a contract between the data subject and the controller or the implementation of
pre-contractual measures taken at the data subject's request;

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the
controller and another natural or legal person;

(d) the transfer is necessary for important reasons of public interest;

(e) the transfer is necessary for the establishment, exercise or defence of legal claims;

(f) the transfer is necessary in order to protect the vital interests of the data subject or of other persons, where the data subject is
physically or legally incapable of giving consent;

(g) the transfer is made from a register which according to Union or Member State law is intended to provide information to the public
and which is open to consultation either by the public in general or by any person who can demonstrate a legitimate interest, but only to
the extent that the conditions laid down by Union or Member State law for consultation are fulfilled in the particular case.

Where a transfer could not be based on a provision in Article 45 or 46, including the provisions on binding corporate rules, and none of
the derogations for a specific situation referred to in the first subparagraph of this paragraph is applicable, a transfer to a third country or
an international organisation may take place only if the transfer is not repetitive, concerns only a limited number of data subjects, is
necessary for the purposes of compelling legitimate interests pursued by the controller which are not overridden by the interests or rights
and freedoms of the data subject, and the controller has assessed all the circumstances surrounding the data transfer and has on the
basis of that assessment provided suitable safeguards with regard to the protection of personal data. The controller shall inform the
supervisory authority of the transfer. The controller shall, in addition to providing the information referred to in Articles 13 and 14, inform
the data subject of the transfer and on the compelling legitimate interests pursued.

The exercise of powers by the supervisory authority

Chapter VI, Section 2, Article 58, Paragraph 4

The exercise of the powers conferred on the supervisory authority pursuant to this Article shall be subject to appropriate safeguards,
including effective judicial remedy and due process, set out in Union and Member State law in accordance with the Charter.




